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Nov. 13, 1998 
Contact: Teri Rizvi, rizvi@udayton.edu 
(Editor's Note: Reporters wishing to visit the online cybercrimes course may request a password 
from Susan Brenner at brenner@udayton.edu or (937) 229-2929.) 
TAKING A BYTE OUT OF CYBERCRIME, 
LAW STUDENTS DRAFTING COMPUTER CRIMES CODE 
DAYTON, Ohio- This was more than just cybermischief, a joy ride on the Internet. It 
bordered on the personal. 
As University of Dayton law students mused online about how to deal with 
cybercriminals, hackers tapped into the public area of their password-protected si te. One hacker 
later e-mailed professor Susan Brenner to complain that computer hacking is not a crime. 
With the help of more than a dozen "virtual faculty" around the country- federal 
prosecutors, computer crime investigators, even an FBI agent- students in a new online 
cybercrimes seminar are drafting a model state computer crimes code to deal with digital abuse, 
such as computer hacking. 
"My initial thought on being discovered by our 'target audience' is, well, 'cool,"' said 
Geordie Garratt, a member of the class. Other students weren't nearly as thrilled. 
"I do get an eerie feeling just knowing that these hackers are watching us/' conceded 
classmate Hazel Rountree in a posting in the class discussion area. "I wonder if they're able to 
break into our bulletin postings? What if they take 'techno revenge' on us and deliberately destroy 
our work in a manner that cannot be repaired? It just motivates me to make our model code as 
effective and as far-reaching as possible to protect innocent people," she said. "Now that we have 
the potential of being victimized ourselves, this whole issue of cybercrimes is a reality." 
Elsewhere on campus, professor Brenner sat behind her computer and grinned at the 
excha.Tlge. For her shtden!s, this is not a simulated classroom exercise, or a page out of a science-
fiction novel. It's a strong dose of 21st-cenhtry legal reality, a brush with the dark side of 
cyberspace. With the click of a mouse, computer-literate criminals can rob banks, change hospital 
records, tamper with IRS records, sell alcohol to minors, embezzle, stalk others, damage a person's 
credit rating- even impersonate a law enforcement officer (or anyone else). 
Brenner, a former white-collar criminal defense attorney, worked with law student Brett 
Burney over the summer to produce www.cybercrimes.net- a Web site envisioned as a 
national clearinghouse)on cybercrimes. Her colleague Rebecca Cochran, faculty adviser to the 
school's moot court board, is organizing the nation's first annual cybercrimes moot court 
competition, to be held on campus March 19-20, for law school teams around the country. The 
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t v v o  l a w  p r o f e s s o r s  a r e  h e l p i n g  a  n e w  g e n e r a t i o n  o f  a t t o r n e y s  d e v e l o p  n e w  l a w s  f o r  s u c h  
i n t r i g u i n g - s o u n d i n g  c r i m e s  a s  c r a c k i n g ,  h a c k i n g  a n d  p h r e a k i n g .  
H a v e n ' t  h e a r d  o f  p h r e a k i n g ?  I t ' s  t h e  a b i l i t y  t o  c o n t r o l  t e l e p h o n e  l i n e s ,  l i k e  t h e  i n f a m o u s  
D a r k  D a n t e ,  a  k  a  K e v i n  L e e  P o u l s e n .  " A t  t h e  a g e  o f  1 2 ,  D a r k  D a n t e  c o u l d  p i c k  u p  a  p h o n e  a n d  
w h i s t l e  a  p e r f e c t  p i t c h - a n d  b o u n c e  a r o u n d  t h e  w o r l d  f o r  f r e e , "  s a i d  B r e n n e r ,  m a r v e l i n g  a t  t h e  
a u d a c i t y  o f  t h i s  n e w  b r e e d  o f  c r i m i n a l s .  " W h e n  h e  g o t  o l d e r ,  h e  g o t  c o n t r o l  o f  a  r a d i o  s t a t i o n ' s  
t e l e p h o n e  l i n e s  a n d  w o n  a  P o r s c h e  a s  p a r t  o f  a  c o n t e s t .  U l t i m a t e l y ,  h e  w a s  c a u g h t ,  a r r e s t e d  a n d  
p r o s e c u t e d  o n  m a i l  a n d  w i r e  f r a u d ,  b u t  i t  j u s t  s h o w s  t h e  i n c r e d i b l e  p o w e r  t h a t  o n e  p e r s o n  c a n  
h a v e .  T h e  I n t e r n e t  c a n  p u t  t h a t  k i n d  o f  p o w e r  i n  a n y o n e ' s  h a n d s .  T w e n t y  y e a r s  a g o  n o b o d y  c o u l d  
h a v e  d o n e  t h a t .  
" T o d a y ,  t h e r e ' s  e v e n  t h e  p o t e n t i a l  f o r  c y b e r m u r d e r , "  s h e  s a i d .  " A  c o m p u t e r  h a c k e r  c o u l d  
g e t  i n t o  a  G e n e r a l  M o t o r s '  c o m p u t e r  a n d  c h a n g e  t h e  d e s i g n  o f  b r a k e s ,  a n d  p e o p l e  c o u l d  d i e .  O r  
s o m e o n e  c o u l d  s c r e w  u p  t h e  t r a f f i c  l i g h t s  i n  t h e  c i t y  o r  s h u t  d o w n  a  w a t e r  p l a n t . "  
T h e  i m p l i c a t i o n s ?  " I t ' s  b e c o m i n g  a  f i e l d  d a y  f o r  l a w y e r s ,  b u t  a  n i g h t m a r e  f o r  l a w  
e n f o r c e m e n t  o f f i c e r s , "  C o c h r a n  s a i d .  " C y b e r c r i m e s  a r e  a  g r o w t h  i n d u s t r y . "  
T h o u g h  i t ' s  d i f f i c u l t  t o  p i n  d o w n  t h e  c o s t  o f  c y b e r c r i m e s ,  a  r e c e n t  s t u d y  b y  t h e  A m e r i c a n  
S o c i e t y  f o r  I n d u s t r i a l  S e c u r i t y  e s t i m a t e s  U . S . - b a s e d  c o m p a n i e s  l o s e  $ 2 5 0  b i l l i o n  w o r t h  o f  
i n t e l l e c t u a l  p r o p e r t y  e a c h  y e a r .  T h a t  d o e s n ' t  t o u c h  o n  o t h e r  i l l e g a l  a c t i v i t i e s  c o m m i t t e d  w i t h  a  
c o m p u t e r ,  s u c h  a s  s e l l i n g  d r u g s  o r  l u r i n g  c h i l d r e n .  
T h a t ' s  w h y  U D  l a w  s t u d e n t s  a r e  d r a w i n g  u p o n  t h e  e x p e r t i s e  o f  l a w  e n f o r c e m e n t  o f f i c e r s  
a n d  l a w y e r s  i n  t h e  f i e l d  t o  d e v e l o p  l e g i s l a t i o n  t h e y  h o p e  w i l l  e v e n t u a l l y  b e  a d o p t e d  b y  s t a t e s  
s t r u g g l i n g  w i t h  h o w  t o  d e a l  w i t h  c o m p u t e r  c r i m e s .  W h i l e  s t a t e s  h a v e  s o m e  l a w s  o n  t h e  b o o k s ,  n o  
s t a t e  h a s  a  o n e - s i z e - f i t s - a l l  c o d e  t o  d e a l  w i t h  t h e  g a m u t  o f  e m e r g i n g  c o m p u t e r  c r i m e s ,  f r o m  
i n f o r m a t i o n  t h e f t - d u b b e d  " i n f o j a c k i n g " - t o  i n v a s i o n  o f  p r i v a c y .  B r e n n e r  p l a n s  t o  i n v i t e  s t a t e  
l e g i s l a t o r s ,  l a w  e n f o r c e m e n t  o f f i c e r s  a n d  l a w y e r s  t o  c r i t i q u e  t h e  d r a f t  c o d e ,  a n d  a  c l a s s  n e x t  f a l l  
\ ·Vi l l  r e f i n e  i t .  
" T h e  s t u d e n t s  a r e  a m a z i n g l y  k n o w l e d g e a b l e  a b o u t  t h e s e  a r e a s  o f  t h e  l a w .  I t  b l o w s  m e  
a w a y , "  s a i d  R a n d y  A l d e n ,  a s s i s t a n t  f e d e r a l  p u b l i c  d e f e n d e r  f o r  t h e  S o u t h e r n  D i s t r i c t  o f  O h i o ,  
w h o  h a s  f o u n d  h i m s e l f  t a p p i n g  o u t  h i s  t h o u g h t s  t o  s t u d e n t s '  q u e r i e s  i n  t h e  e a r l y  h o u r s  o f  t h e  
m o r n i n g ,  l o n g  a f t e r  h i s  1 3 - m o n t h - o l d  b a b y  i s  t u c k e d  i n .  " T h i s  k i n d  o f  s e m i n a r  a l l o w s  s t u d e n t s  t o  
g e t  t h e i r  h a n d s  o n  r e a l - w o r l d  i s s u e s  t h a t  p r a c t i t i o n e r s  a r e  g r a p p l i n g  w i t h .  T h e r e ' s  a  l e v e l  o f  
d i a l o g u e  h e r e  t h a t  I  d i d n ' t  g e t  i n  l a w  s c h o o l . "  
- 3 0 -
F o r  m e d i a  i n t e r v i e w s ,  c o n t a c t  S u s a n  B r e n n e r  a t  ( 9 3 7 )  2 2 9 - 2 9 2 9  o r  b r e n n e r @ u d a y t o n . e d u ;  
R e b e c c a  C o c h r a n  a t  ( 9 3 7 )  2 2 9 - 2 3 3 2  o r  c o c h r a n @ o d o . l a w . u d a y t o n . e d u ;  R a n d y  A l d e n  a t  ( 9 3 7 )  
2 2 5 - 7 6 8 7 ;  a n d  H a z e l  R o u n t r e e  a t  r o u n t r h d @ f l y e r n e t . u d a y t o n . e d u  
